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1 Introduction

1.1 The purpose and structure of the Guide
¢CKS ' RYAYAAGNr 2NR& DdzARS A& || NBFSNBYOS | yR A\
installation and configuration technicians and users with administrator rights to products based on Face
Intellect software.
This Guide contains the folking materias:

1. general description of Face Intellect software

2. main software/hardware components of the Face Intellect system

3. hardware and software requirements

4. personnel skills requirements

5. installation of Face Intellect system components

6. configuraion of Face Intellect software and its components

7. Appendix 1. Interfaces

1.2 Purpose of Face Intellect software

Face Intellect software is designed for automated identification of people by comparing a face displayed
on a surveillance video frameitl reference images for which thiace recognition database contains
information.

Face Intellect software provides the following functional capabilities:
1. detects human faces in a video frame
2. registers facial biometric parameters

3. compares a face displayed in a@adframe with reference images stored within the "<Face
Intellect installation directoABmpLISNE 2y Hé F2f RSNI 6 &SR 2y 04 2)

4. maintain a face database used for face recognition

5. creates a photeand video archive

1.3 Recommendations for using th e Face Intellect software package
Face Intellect software is installed as an extension to the Intellect software package.

The following is recommended for correct application of Face Intellect software:
1. carefully follow instructions
2. use the Software onlfor its intended purposg

3. do not use third party software on computers installed with Face Intellect unless that software
is a component of the Face Intellect software package.
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2 Software and hardware requirements

2.1 Host computer requirements

The Facéntellect software package has the same requirements as the Intellect (base) software package
-48S aLydSttSO0 {2FGgI NB tIFO1F3ASY ! RYAYAAGNT G2N

2.2 Operating system requirements
The Face Intellect software package has the same operating system reguiseas the Intellect (base)
software packaged SS 4Ly St f SO0 {2FGéFNB t I O1F3aASY ! RYAY]

2.3 Video camera requirements

Use of higkresolution video surveillance cameras is recommended for correct application of the Face
Intellect software packge. Video surveillance cameras used with the Face Intellect software package
must satisfy the following conditions:

1. surveillance camera resolution of over 480 TV lines
2. the video surveillance camera must support color video

Apart from the abovdisted requirements, the Face Intellect software package has the same
requirements as the Intellect (base) software packageSS aLy G St t SOG {2Fili 6 NB
DdzA RS ¢ @

3 Personnel skills requirements
The Face Intellect software package requires theesgarsonnel skills as the Intellect (base) software
packageda SS aLydSttSOG {2Fd6IFNB tFO1F3ISY ! RYAYA&dNI



4 General description of the Face Intellect software package

4.1 Structure of the Face Intellect software package
The Face Intellect softwapackage includes the following components:

1. Base version of the Intellect software package
2. Face recognition module

The base version of Intellect serves as the software platform for installing the face recognition module.
The face recognition module perfas the following functions:

1. activates the "Face detector" module (installed with the base version of Intellect)
2. performs face recognition

3. maintains a database of faces used for face recognition (creation of a database, connection of
external databasesise of databases)

4.1.1 Interaction between Face Intellect software modules
The face recognition module operates through the interaction of the following Face Intellect objects:

A L oA = oz

1. 4Cl OS 5SGSOG2NEx aeadsSy 202501

2. aClF OS wSO23ayAlAz2y {SNBSNE aeaiuSy 202S0i
3. "FaceMonitor" interface object

4. "Recognized Faces Monitor" interface object

The interaction of Face Intellect components is aimed at performing two main functions: detection of
faces in a video frame and their recognition.

A L oA = 4

¢t KS acCl OS 5SS 0iistlied togetHemzitha@mpdnknis Ofhe Bade Intellect platform,
is used to detect faces in video frames. Images of detected faces are sent to a "Face Recognition Server'
for recognition.

580§SOGSR YR NBO23yAl SR Tl O%a YIRS OR ACKLIE aawSrRO 23y
a2yAl2NE G6AYyR2¢6 RAGLALT @& RIGFE FNRY GKS wS023yail

Operation of the Face Recognition Module results in the formation of an internal Face Intellect
database. This Face Recognition Dat&bis contained in the file fir.mdf.

WSTFSNBYOS FILOAIE AYF3ASa dzaSR G2 NBO23IyAlT S RSGSC
installation directory>Bmyg SNER 2y é 3 YR AYF2N¥IGA2Y 2y (GK2&S A
Biometric parametersf the reference facial images are stored in files with the .fir extension in the

F2ft RSNJ afr CIOS LyGSttSO6RSEY&as Ot GA2Y RANBOG2NE

¢tKS RANBOG2NE dzaSR (G2 &aid2NB GKS | NOKA@GS 2F NBO:
object settings panel.



4.1.2 General structure of a video surveillance system based on Face Intellect software
Some general structures ofdigital video surveillance system based on Face Intellect software are
displayed irFig.4.1-1 andFig.4.1-2.
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Fig.4.1-1 Standard configuration of the Face Intellect software package in a distributed network
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Fig.4.1-2 Standard configuration of the Face Intellect software package in a distributed network

4.2 Functionality of the F ace Detector software module
The Face Detector software module is designed to perform face detection functions in video frames.

4.3 Functionality of the Face Recognition Server module
The Face Recognition Server software module is designed to perform theifigléunctions:

1. record a frame diplaying a detected face;

2. register biometric parameters of a detected face

3. recognize detected faces

4. maintain a face database used for face recognition

5. keep statistics



5 Main software/hardware components of the Face Intellect system

5.1 Software

5.1.1 Operating system
Face Intellect works with operating systems from the Microsoft Windows familyl{$€®perating
system requirements & SOGA 2y

5.1.2 Software kernels
The Face Intellect software package can be implemented with the following software kernels
(installation options):

1. FulHeatured Intellect software kernel (this tipn requires the intellect.exe software module). The
full-featured software kernel provides Server and Client functions.

2. Software kernel with minimized functionality supporting Client functions (this option requires the
slave.exe software module).

Clientsoftware does not support system administration functions (creating, deleting, configuring system
objects, registering users, user rights administration) or local database management (the Client uses a
remote database managed by the intellect.exe kermel awned by the video server).

Intellect.exe, the fully functional software kernel, is the central software component of the system. The
system kernel interacts with the functional program modules, which form the software basis for the
functional subsystem

Integration of the distributed digital video surveillance system is provided through data exchange
between software kernels.

5.1.3 Functional software modules

The functional software modules support direct interaction with hardware and also serve as agburce
data on the status of controlled objects. The software kernel of the system processes the data coming in
from various program modules and provides for their integration.

The list of functional program modules available for operations depends on thi&yaaation option of

the system. The executable files corresponding to the functional subsystems are automatically launched
08 GKS {1SNYySt OO0O2NRAYy3I G2 (GKS aeadtSyqQa O2y FTA3dc
is created, then the exetable file firserver.run is launched automatically upomfionation of the new
settings.

5.1.4 Internal Server database
The internal Server database contains the following information:

1. system settings (objects created in the system, their attributes, usersisedrights and other
additional data);

2. events registered by the system within the time period defined at the system configuration stage
(event logs).

The internal Server database is maintained in MS SQL format. The list of MS SQL Server editions
supported by Face Intellect is presentediable5.1-1.
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Table5.1-1

MS SQL Server Version Supported edition

MS SQL Server 2005eehttp://www.microsoft.com | Express Edition

Workgroup Edition

Standard Edition

Enterprise Edition

Attention! The Database Management Systems (DBMS) of MS SQL Server 2000 and MS SQL Server
2008 are not supported in the Face Intellect software package. Technical support will not be provided
for the specified DBMS.

NOTE. The free version of MS SQL Exigresdalled by defat with the Intellect(base)software
packaye. For information on the specifications and limitations of the free version, please refer to the
Yl y dzF I Ol dzNB miR/avww.iSiarasditicatn | G

Information about the objects and settings of the digital video surveillance system and event logs can be
automatically replicated from the Server database to datses of other system Servers.

Communication between fufeatured program kernels of the lellect system is supported by a TCP/IP
environment (if the system configuration defines certain program kernels, between which
communication should be provided).

Information about system objects and their settings is initially stored in the database phttieular
Server to which the objects belong. Replication is initiated automatically whenever data is changed, the
kernel is launched or communication is restored.

Replication is used to create a common event environment within the distributed digits vi
surveillance system. The replication process is hidden from the user.

5.1.5 Internal database of the Face Intellect software package
The file fir.mdf, which is the internal database of the Face Intellect software package, contains the
following information:

1. data on reference images used to recognize detected faces
2. full information on face recognition events
3. statistical data for face recognition events

5.1.6 Workstation software
A digital video surveillance system based on Face Intellect software can be congbtisedollowing
types of workstations:

1. Remote Operator Workstatign
2. Remote Administrator Workstation
3. Video server supporting Operator and Administrator workstation functions.

5.1.7 Face Intellect Software Key Protection
A key file activates and enables thenétional capabilities of the system.
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Replacement of the existing key file with a new key file updates the set of functions for the software
during the next startup of the system.

In order to obtain a software keperform the following steps

1. LaunchthefiS Kg | Sedol G KAOK A t 20l
S

a
directoryAModulesCw{ ¢ ® ¢KAa ¢gAff 3ISYySNI
specific computer's configuration

idSR
0K

Attention! The hwkey.bat file should be launcheashdhe same computer on which the Face
Recognition Server module wibe used.

2. Send the lic.txt file to your Face Intellect supplier.
3. Receive the license.cfg file from your Face Intellect supplier.

4, | 2L GKS 200l AySR f AOSyla@leeOEtalatierh t S Ay i2 GKS 7T
directoryAModulesCw{ ¢ &

5. [ dzy OK G KS 023yAiSOypt AOSyaSoSES FAtST 6KAOK A
directoryAModulesCw{ ¢ ® ! GgAYR2g¢ (GAGf SR a/fADNA KD (DB
button (seeFig.5.1-1).

£ Cognitec license

License fils

licenise. cfg| Generate

Fig.5.1-1 Generating a software key for Face Intellect

6. This will generate the file frsdk.cfg, whichhe tsoftware key for the Face Intellect software
package.

The Face Intellect software key obtainment process is nhow complete.

5.2 Hardware
A distributed video surveillance system based on the Face Intellect software package may be deployed
using the followingpbase hardware and software components:

1. Remote Monitoring Workstations or Remote Administrator Workstations, additionally
supporting the functions of RRased operator workstations.

2. PCbased video servers with piastalled specialized hardware (audio arideo capture cards),
additionally supporting the functions of operator and system administrator workstations.

3. Administrator workstations (remote administrator workstation) supporting video server
functions using network IP audio and video input devices.

4. Network video hubs (WaveHub, Linux Hub, etc.)
5. Network video servers (Matrix, etc.)

6. Analog and network video cameras

10



7. TCP/IP communication environment

5.3 Communication environment

The communication resources of Face Intellect software enable the creatamanitomated system for
monitoring large, multifunctional sites. System components automatically interact with each other,
forming a unified security system at these sites.

Data exchange and communication between system components is supported by lesa aetworks
(LAN), Internet (WAN), telephone lines (Bug) and leased communication channels if the TCP/IP
protocol is used.
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6 Installation of Face Intellect system components

6.1 Face Intellect software distribution disk
The Face Intellect software packagealelivered in the form of an installation CD ($ég.6.1-1).

Fig.6.1-1 Face Intellect installation disk

The Cxontains the installation utility and all software components required for installing the Face
Intellect system onto a computer.

You must have administrator rights to install Face Intellect.

6.2 Installing the Face Intellect software package

To install Face tallect, the Intellect (base) software package must already be installed on the
computer.The procedure for installing the Intellect (base) software package is described in "Intellect
{2F06FNB tIFO1F3SY ' RYAYAAGNr 2NNa DdzA RSé @

To install Face Intellegberform the following sequence of steps:

1. Launch the Face Intellect installation program. Insert the Face Intellect installation CD into the
CD/DVD drive and run thgetup.exdile.

2. Select your preferred interface language from the list of available laregu@pd-ig.6.2-1).

Choose Setup Language [‘5—(|

g Select the language far this ingtallation from the choices below.
]

[Engiish [United States] v |

[ ak. ] [ Canicel ]

Fig.6.2-1 Selecting the interface language

3. Wait until the InstallShield Wizard finishes initialization, then clickétiext button in the
Ayaidlttlr A2y LINE INIFYLB2ambig.82B)YS sAYyR26 04

(Vp))
(p))
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InstallShield Wizard

which will guide vou through the program zetup procezs. Please

% Facelntellect « 4.7.6 Setup iz preparing the InstallShield 'Wizard,
ik,

Configuring *indows [nstaller

Cancel

Fig.6.2-2 InstallShield Wizard initialization

FacelIntellect ¥ 4.7.6 - InstallShield Wizard

Welcome to the InstallShield Wizard for Facelntellect ¥ 4.7.6

ard will install Facelntellect « 4 an your computer. To continue, click

Inz=illShizld

Fig.6.2-3 Installation Program Welcome

4. Read the license agreement. Then selectdhaccept the terms of the license agreemerdadio
button to confirm that you agree with the conditions of the license agreement andaliekE eé a
Fig.6.2-4).
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Fig.6.2-4 License Agreement

5. Review the installation settings and cli@¥exg to start the installation process (s&gg.6.2-5).
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