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1 Introduction

1.1 Purpose of this document
This guide contains the information necessary for building, implementing and operating a security
system based on the Axxon Smart software package.

The structure of this document enables the user to become gelgdeahiliar with the software package
YR (GKSysX RSLISYRAY3a 2y (KS dzaSNRa f S@St 27F N
study. The chapters in this guide, whether they are informative or serve as a reference, possess their
own intemal structure.

The first two chapters are intended to generally familiarize the user with the technical features and
functionality of the Axxon Smart software package as well as with the key stages of building a security
system based on the software package.

Recommendaons to the user/administrator for installing the software and configuring equipment are
presented in detail in chapte?.4.2of this guide. Chapter 4 contains tngtions on how to register a
license to use the product.

Startup and shutdown of the software package are described in chapter 5.

Chapter 6 presents stelpy-step instructions on configuring usspecific settings and activating the
required functionality This information is useful for system administrators as well as for operators with
permissiondo manage system settings.

Recommendations on configuring the user interface, working in various video surveillance modes and
utilizing the functional capabiles of the Axxon Smart software package are presented in chapter 7.

Chapter 8 contains a description of additional software utilities employed when working with the
software package.

The attachments contain reference materials and a glossary of thepiofu@ ol aA O G SNXxa

1.2 Purpose of the Axxon Smart software package

The Axxon Smart software package is an elevgl product in the Axxon product line developed by
AxxonSoft. The security systems based on this package range from home sestaitysdp

professional security systems for small to medisized businesses. The main functions of this software
package are video and audio surveillancgedrded locatios, video analysis and rapid response to
suspicious situations without operator invement, and storage and export of obtained data.



2 Description of the software package

2.1 Basic principles of building a security system based on the Axxon Smart

software package
Building a security system based on the Axxon Smart software package irntbledetowing
recommended stages:

=

selecting a configuration for the security system (involving professignals)

N

building a separate local area network with restricted acress
3. calculating the sufficient bandwidth required for each segment of the local artreonk;

4. selecting and configuring the software and hardware platform on which the selected security
system configuration will be implemented (selecting and configuring personal computers to act
as servers and clients in accordance with requirements (seeelstion tited Implementation
requirements for the Axxon Smart software package))

5. selecting and connecting reliable equipment that is optimally suited for a specific security
system

6. training personnel to work with the Axxon Smart software package

2.2 Basic subsystems of the Axxon Smart software package and their

functions
In order to determine the required configuration for a security system, first you must become familiar
with the functional capabilities of the Axxon Smart software package. This section provides information
2y (GKS az2FGs6l NBQa o0l aA0 FdzyOuAz2yaod

2.2.1 Video subsystem and its functions

The video subsystem encompasses all the tools that provide for the obtainment of video data, its
processing and its storage on extemal media. Video data in the Axxon Smart software package is
processed automatically by the analytiegsystem or manually by an operator. Depending on the task,
data obtained from video data processing is transferred to and utilized by other subsystems of the
software package, including the event registration subsystem, the notification subsystem, amd.oth

CtKS OARS2 adzmaeaidsSyQa Fdzy OlAzya &adzl2NIL yR AY
1. video surveillance monitor
2. viewing tile
3. control elements accessible to the user when working with Layouts

User interfaces are described in detail in Attachment 1.

Thanks to the video subsystem of Axxon Smart, the user can utilize the following functions:

1. Viewing a video image in a resolution supported by the video camerasin IPINT 3.0, while
simultaneously listening to the audio coming from microphones builttigovideo cameras.
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2. Displaying information in giewing tile
- currenttime
- name of video camera
- audiovolume
3. Video image processing:
- digital zooming
- contrast adjustment
- deinterlacing
- focusing

4. Modifying layouts, including changing the sizesieiingtiles.

o

Displaying a magnified video image from a selected video camiessifg tile).

6. Freeze frame initiated by an operator, without interrupting video recording

~

Color coding aiewing tile(video camera) to indicate its status: Alarm, No alarm, Fréeuse,
etc.

8. Video recording can be performed in the following modes:
- continuous recording
- Initiated by an alarm event or by an operator, with a fgreent recording option
9. Recording to archive (video and audio streams are written to one file)
10. Storage an@xport of single frames and video sequences
11. Using any Client to view video footage from all Servers over TCP/IP

2.2.2 Functions of the analytics subsystem
Integrated use of the following types of detectors:

1. basic detectors/service detectars
2. audio detectors

3. situation detectors

4. Object Video detectors

5. embedded analytics



2.3 Specifications of the Axxon Smart software package
Security systems based on the Axxon Smart software package have the following specifi¢atitans
2.3t 1):

Table2.3t 1
Specification Maximum permissible value
Number of video capture channels for live video processing 256
(25 frames per second) on orgerver
Number of simultaneously processed signals coming from 256
microphones
Number of audio output channels (to speakers, headphong depends on the sound card used for playback
etc.)
Number of PTZ devices used 256
Number of Clients connected toServer for video signal 4
acquisition
Number of Servers transmitting video signals to the same 4

Client simultaneously

bdzYoSNJ 2F GAtSa RAaLX I 8SR 25

2.4 Implementation requirements for the Axxon Smart software package

2.4.1 Limitations of the Axxon Smart software package
When working with Axxon Smart, the user must keep in mind the limitations that the developer

imposed on the systemin order to ensure its operability (fable2.4t 1).

Table2.4t 1

S Limitation Singleserver system Multi -server system

1 The computer name can contain only Latin + +
characters and/or Arabic numerals

2 OnceAxxon Smart has beeninstalled, the computg + +
name cannot be changed

3 Time must be synchronized between all computerg + +
the system
4 When using NOD32antvirus,itis strongly + +

recommended to either disable the Web Access
Protection senice or allthe |P addresses of IP
cameras into the list of exceptions for antivirus sca

5 Before installing Axxon Smart, make sure the vide + +
card drivers on the computer are fully tp-date

2.4.2 Requirements for personnel quantity and qualifications
Thefollowing roles have been defined for operating the Axxon Smart software package:




1. security system administrator
2. security system operator
In special cases, one person could perform the functions of the administrator and operator.
The main duties of thadministrator are to:
1. dzLJRIF G482 O2yFAAdzNBE YR Y2y AG2NI 0KS 2LISNIOAT A
2. install, update, configure and monitor the operability of basic and system sofiware
3. install, configure and monitor software applicatigns

4. manage user accounts (this duty can be carried ouhbyuserentrusted with system
administratorpermissiong.

An administrator must have high qualifications and practical experience installing, configuring and
administering the software and hardware gloyed in the software package.

The software package is structured so that all accessible functionality can be managed by one
administrator or administration responsibilities can be divided among several users.

The main duties of an operator are to:
1. workwA 0 K (0 KS G@lflphigaudedh@riace);

2. optimize the performance of the personal computer to carry out tasks using the functionality
provided in the software package

3. create roles and users of the systenili# operatorhas been granted the apppriate
permissiong.

The system operator must have experience with and be a qualified user of PCs running Microsoft
Windows and must be able to easily perform basic operations.



3 Installing the Axxon Smart software package

3.1 Installing equipment

An IP camax is the source of the video signal (video data) for the Axxon Smart software. Based on the
incoming video signal, an assessment is made ofjtl&ded locatiorand the system responds to

events registered for thdbcation The content and quality of thebtained video information depends

on how the IP camera is installed and configured. There are a number of rules that must be followed to
obtain a highquality video signal.

Highquality peripheral equipment (hubs/routers) must be used, i.e. itis notrpesible to use

Home/Office devices that are not intended for use in these kinds of security systems. IP cameras
connected to such equipment will transmit a video stream with an unacceptably long delay (from 1.5 to
3 seconds per frame).

IP-device 1

R " S r/“

Server 1 ’

IP-device 2  IP-device 3

Server 2

r!ﬂ —& |WAt\’l/LAN | n r!,j

““Server 3 ~Server 4

Fig.3.1t 1IP camera connection configuration

3.2 Installation and removal of Axxon Smart software

3.2.1 Types of Axxon Smart software installation s
The following three types of installations are available when installing Axxon Smart to a personal

computer:

1. Servergtype of installation intended for creating a remote workstation for the security system
administrator through which video and audtapture devices (video capture cards, video
cameras, microphones), event generation devices (sensors, relaysngdems, etc.) and hard
disks for data storage (archives) can be connected to a personal computer and configured
through software. It also endds configuration of the architecture of the entire security system

(the required system objects are created and the connections between them are estahlished)

2. Clientgtype of installation intended forinstalling user interfaces of the software package,
enabling any user to connect to any Server within the security system and to perform
administration/management/monitoring of guarded locatiorbased on thgpemissions
granted to them by the administrator

3. Server and Cliergtype of installation that meges the functionality of both types described
above.
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The requirements of a computer within the security system when utilizing the different types of
installations are listed iable3.2r 1.

Table3.2t 1

Type of installation Server Client Server and Client
A constant connection to another machine is required _ + -
Devices are connected locally + - +
Alocal useinterface is available - + +

3.2.2 Installation
To install Axxon Smart regardless of the type of installation, the following steps must be performed:

1. Insert the Axxon Smatrt installation CD into the RXDM drive. A dialog box will digglthe disk
contents Fig.3.2t 1).

e
Fle Edit Vew Favorites Tools  Help ‘ "
GBack - \_) - T /I.“: Search Folders ‘El-

Address |kv Fii j G0

Al 70 setupni 2]
File and Folder Tasks # [ ﬁ(nsﬁgurannn Settings

9 Make 2 niew Folder

e
]

&3 Publish this Folder to the >
J languages

Wweb
[2? share this Folder

Other Places S

i My Computer E Product.cab
= ApHE WinRAR.
(L) My Documents 95591 KB

& My Hetwork Places
—iﬂ setup.exe
T ;

Details s I 'e FocxonSoft i

Fig.3.2t 1 Installation disk contents

2. Runthe Setup.exe filéseeFig.3.1t 1).
3. Inthe dialog box, choose the desired language from the list and clickiQ& 2t 2).
x|

@ Select the language for this installation from the choices below.
1}

()3 I Cancel |

Fig.3.2t 2 Choosing the installation language

This setup wizard will now prepare for installatiéhd.3.2t 3).
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i:}} Axxon Smarkt v.2.0.0.294 Setup ;IEIEI

g
Oxxbn Aocon Smart v.2.0.0.294 setup is

loading temporary files
SMArk

Please wait while the setup program is loading temporary
files.

Computing space reguirements

Eack | Forard | Cancel I

Fig.3.2t 3 Preparing to install

~ 7

4. | £t A01 bSE(l 2y (GKS &aS&ddx #.A1 | NRQa&

[N
(p))
O
N
_<
(p))

i]_-ﬂr Installation Axxon Smart ».2.0.0.294 ] 3

Welcome to Axxon Smart v.2.0.0.294 software
setup program.

The setup program will install Axxon Smart v, 2.0.0,294
software to your PC, Please close all other applications.
Click Forward to proceed with installation or Cancel to guit
setup. Thank vou for choosing AxxonSoft products.

Forwatd I Cancel |

Fig.32r 4{ SitidzZLd 6AT I NRQa ¢St O02YS aONBSy

5. To proceed with the installation, accept the terms of the license agreement by selecting the
radio button next to | accept the terms of the License Agreement and click Rex8(2t 5).

12
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i'-.%l' Installation Axxon Smarkt ¥.2.0.0.294 - |EI|5|

License Agreement
Please read the License Agreement

End-User License Agreement (EULA) i’

Imporiant! Read the following terms carefully hefore installing, copying
and/or using AXKON SMART software. Installing, copying or using the
product indicates your acceptance of these texms.

This AXION End-User License Agreement ("EULA"™) is a legal agreement
between you, the end user of the License rights granted herein, and AXZ0N
governing the use of the above-identified software (SOFTWARE)
accompanying this EULA, including any and all associated media, printed
thatetials, and "online" o electronic documentation protected by copytight

laws. LI

1 accept the License Agreement

™ I do not accept the License Agreement

EBiack I Forward I Cancel |

Fig.3.2t 5License agreement dlog box

6. Choose the type of Axxon Smart installatiéig(3.2t 6) by selecting the desired radio button
and click Next.

i'-.‘!rl' Installation Axxon Smart ¥.2.0.0.294 ]

Setup options. ﬂ

Select the setup option For Axxon Smart v,2.0,0,294,

" Server and Client

Select this option if video cameras or IP-servers or other signal sources will be connected
to this PC or it will be used as a CCTY workstation.

" Chient
Select this option if this PC will only be used as a CCTY workstation,

Back I Forward I Cancel

Fig.3.2t 6 Choosing the type of installation

7. Spedcify the directory in which to install Axxon Smart onto your computer and click Rigxt (
3.2t 7).

NOTE 1. By default, the software will be installed to the directdBr&@yram Fileg\xxon Smakt(Fig.
3.27).

NOTE 2. In order to add shortcuts to the quick launch toolbar or to the desktop, put a checkmark in the
appropriateboxes Fig.3.2t 7).
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i'-;‘ Installation Axxon Smarkt ¥.2.0.0.294 - |EI|5|

Select destination folder

Where would wou like fxxon Smart v.2.0.0.294 to be instH

Use Browse ko select destination Folder For Axxon Smart v.2.0.0,294, Click Forward to

praceed,

¥ add shorteut ta Guick Launch Toolbar

V¥ add shorteut ta Deskiop

Browse |

EBiack I Forward I Cancel |

Fig.3.2t 7 Choosing the installation directory

8. Enter the domain name of the existing group of computera/hich this computer should be

connected, or enter a domain name to create a new group and click(Nex8.2t 8).

|,§ Installation Axxon Smart ¥.2.0.0.294

Select domain

Mow you need to assign the Server to a domain. Select a group or create a new one.
Specify the domain system name.

MAIN_DOMAIN

Back I Forward I Cancel

Fig.3.2t 8 Entering a domain name

This will launch the search for or installation of a PostgreSQL 8.3.6 database server.

If there is an earier version of PostgreSQl installed on the compuiter, it will be updated to version 8.3.6.

A new database will be autortieally created with the following: namengp, user name ngp,

password ngp.

A dialog box then appears showing the installation parameters corresponding to the selected type of

installation (for examplekig.3.2t 9).

14



|§'A Installation Axxon Smark ¥.2.0.0.294 ;lglll

The setup pragram is ready ko install Axxon Smart v.2.0.0,2
P,

¥ou have selected the Following setup options:

Folder: C:\Program Files\AxonSoftifxconSmart),
Setup option: Server and Client
Components: Axxon Smark v.2.0.0,294, Drivers pack, v.3.1.4.132

If these setup options are carrect, dlick Forward ko continue with sskup. Otherwise click
Back to change the setup options. Ta quit setup of Axxon Smart w.2.0.0.294, click.
Cancel,

Biack I Forward | Cancel

Fig.3.2t 9 Confirming preliminary configuration

9. Verify the selected installation options and click Install to launch the installation oh/Swart
(Fig.3.2t 10).

18 rocon smart 200294 setwp i

Setup progress

Please wait while Axxon Smart v.2.0.0.294 is installing. It may take a few minutes.

Status: Copying new files
(J11]]]

Back I Forward I Cancel I

Fig.3.2t 10 Axxon Smart installation progress

A message indicating the completion of Ax8mart installation will appear in a new dialog bBig(
3.2t 11).

15



Fig.3.2t 11 Installation completion
10. Click Finish toanfirm installation completion.

NOTETo automatically launch the program after installation, select the Launch Axxon Smart now
checkboxseeFig.3.2t 11).

Installation of Axxon Smart is now complete.

3.2.3 Repair installation
A repair installation is used to-iastall all components of the Axxon Smart software package.

To start a repair installain, launch the Axxon Smart software installer from the installation CD without
removing the previous version of the program.

NOTE. To ensure that Axxon Smart-mséalled correctly, all other applications should be closed before
starting the repair inllation.

To run a repair installation of the Axxon Smart software, the following steps must be performed:

1. Insert the Axxon Smart installation CD into the RXDM drive. A dialog box will display the disk
contents Fig.3.2t 12).

@ USB DISK (F:) —al x|
File Edit Wiew Favorites Tools  Help ‘ :,’
S ®
Qe - ) - (T | ) search [ Folders | [
Address [ 2y =B
| Y setupani =]
File and Folder Tasks = = Configuration Settings
1KB
(2 Make 2 new Folder
& Publish this folder to the [ |
Wb ‘/} languages
{? Share this Folder
/’ Redist
Other Places x L
§ My Computer E Produrt.cab
ApHE WRRAR
@ My Documents e
&) My Network Flaces
_ilzl setup.exe
- I e fconSoft
Details ¥ =l Y =

Fig.3.2t 12 Contents of the installation disk
2. Run the Setup.exe file (s€&g.3.2t 12).
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